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Abstract: As the first practical representative technology in the new quantum revolution, quantum key distribution
(QKD) brings a promising solution to achieve long-term security guarantee, which has made series of progress from
research to practical deployment and applications in recent years. The architecture design of quantum secure commu-
nication network was firstly discussed, which extended point-to-point QKD link to multi-user QKD network. Fur-
thermore, combining with the classical cryptography, an enhanced solution was proposed to apply the quantum key gen-
erated by QKD to the mobile terminals, which offered the possibility to apply QKD in general mobile applications.

Key words: quantum key distribution, network security, cryptography, mobile application

B, TR R Y A 2 b, B
B B AR (1R 2 A R B
A ST T Bennett A1 Brassard 1) Prid et e, Sk AE R malr
TFEIME TN, RE &y, &Sy Z 74 (Shannon C) 11949 4E4 H 45 K B 16 22
(1) 22 2 PEOR B Aok | T HUE HR T R R, HAEWE— X% (one-time pad, OTP)

jilll3

1 3l

Yeks BHA: 2018-08-10; fEEIHER: 2018-09-06
BIEEE: S, mazc@casquantumnet.com

2018256-1



11 .

BIERE 2018 4F$ 9

s, RMEESCT TS RE ) o, Ik A
PG PR B, X AE ST AR =
B OTP SHAE M S i 2 3 441, 43l
& P AE BN R A RE R AT
A E ISR, S K& S B AN AN AT S
WA SS s — el AL B E RERLI 3 —
WA AEAN 22 2 I A S TE F IS i o) 8%
Ho WEETEEREARNERE, ANMIKIETE
TBLE AT DU POX A S0 IE R BEAL AT
DL I FEA ) B R A, B
F- B AT SR A AR TE E A TG 5 W 1
I3 Ko

Mk, wFRNLECR S (quantum random
number generator, QRNG ) Hl & F % ] 7> &k
(quantum key distribution, QKD) 1E AR =
TE AR B T el Ak, s
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(4) Izt KRS TE B AT BN SRADS IR BB AT BN SRR TR AT B s
AL AL A 14y
A EiR A= gt 515 SRS A, YT,
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(1) OTP J7 20K %5 1 2 A b 43 e BICR P i FH o
SRJG P A P O 850 R 1 2 1 %5 G R AT 2 T
AES i ¥ 2 4315

A LUE 2, 26T QKD M43 16 % HH 40 K & QKD
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